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Introduction

Grappling with the ethical and moral impact of artificial intelligence has been
the domain of experts and philosophers. But today, any business collecting
data or implementing Al-powered solutions must necessarily consider

the relationship between innovation, safety and ethics — if not risk serious
reputational, moral and commercial consequences.

In his Reith lectures on artificial intelligence, Professor
Stuart Russell read an extract from Alan Turing’s 1950
essay on computer machinery. “Once the machine
thinking method had started,” he read, “it would

not take long to outstrip our feeble powers. At

some stage therefore we should have to expect the
machines to take control.” This is an astonishing and
terrifying notion — and businesses need to learn to
live with artificial intelligence and mitigate against

its serious risks.

While most businesses understand Al's transformative
potential, few have real clarity on how to ensure — and
on who is responsible for ensuring — its ethical use.
This matter has never been more pressing than today.
The vast majority of the world’s data — more than

90% — has been created in the last two years alone,
and the amount we produce is expected to double
every two years. In our consumer-facing sectors,
never have organisations had more information

on those they serve.

Against this backdrop, using data and Al in an ethical
way is simply good business. Companies which
proactively address ethical issues will maximise their
value, mitigate risks, and avoid falling out of favour
with increasingly discerning consumers.

But, for businesses in the consumer-facing sector,
where does ultimate responsibility lie for the ethical
use of data, Al and technology? Many companies lack
both a coherent strategy for the ethical use of data and
Al and a framework of responsibility for its governance.

In this white paper, we set out a framework for
companies looking to understand the current
landscape of data and ethics from a leadership

and talent perspective. To bring together this
research, | spoke to leading experts in the fields of
Al, ethics and innovation and held conversations
with 25 Non-Executive Directors in consumer-facing
businesses, to understand how they govern the use
of data.

Of course, how organisations choose to address bias,
fairness and governance will vary on a business-to-
business level, but the need to establish a robust
governance strategy will only increase for everyone.

For CEOs and Chairs across the consumer-facing
sector, this is the next big issue to grapple with. | hope
that this report serves as a useful tool for business
leaders in the consumer industries who are looking

to bring data and its associated ethics further up their
organisation’s agenda.

Elliott Goldstein
Managing Partner,
The MBS Group
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Any business that collects data or implements Al-powered solutions must
consider how to do so in a safe and ethical way. But for organisations in the
consumer-facing sector, where does ultimate responsibility for the ethical

use of data, Al and technology lie?

This report, produced by The MBS Group, draws
on insight gained from conversations with experts
in Al, and 25 Chairs and Non-Executive Directors in
the consumer-facing sector. It provides a framework
for businesses on the challenges that need to be
addressed and on where accountability can lie.

Talking points: beyond regulation
and compliance, what are the data
and Al challenges that businesses
need to address?

Many businesses still lack the knowledge and
understanding to manage the risks associated
with using data and Al in business. Innovation
and implementation must be underpinned by an
understanding of the risks in the following areas:

e Biasin Al

e Alin financial services

¢ Price discrimination

* Hyper-personalisation

e GDPR

e Automation in the workforce

Leadership and accountability: who is
responsible for the ethical use of data?

Maintaining an organisation’s ethical values and
ensuring legal compliance across data and Al-

led activities requires strong internal governance.
Depending on how businesses are using data and
Al, responsibility for its ethical use could lie with the
following roles:

e Chief Data Officer
e Chief Customer Officer

e Chief Ethical Officer

e Chief Technology Officer

e Chief Financial Officer

¢ Chief Executive Officer

¢ The Non-Executive Board

e Chair of the Risk Committee
e Ethics Committees

Industry insights: views from our sector’s
Non-Executive Directors

Conversations with Non-Executive Directors from the
consumer-facing sector have revealed that there is:

e A lack of understanding around data and Al
on most Boards

* A lack of coherent policies around the ethical
use of data and Al

e Very few frameworks of accountability in place
in the sector

Looking ahead: what can businesses

do to establish data and ethics as

a business priority?

There are steps that companies — and regulatory
bodies — can take to encourage conversations about
the ethical use of data and Al; to upskill current
employees; encourage transparency; and to ensure
that ethical use of data and Al is integrated into
company policy. This report provides guidance on how
to ensure this critical topic remains high on the agenda.

DATA, ETHICS & ACCOUNTABILITY



Talking points: bcyond rcgulation and
Compliance, what are the data and Al Chaﬂcnges
that businesses need to address?

The consumer-facing sectors are more data-rich today than they have ever
been. The boom in ecommerce and the emergence of app-based ordering
systems have provided never-before-accessed insight on customer behaviour.
In retail, the cashierless ‘just walk out’ technology sweeping the sector feels
symbolic of a new era, one that is underpinned by machine learning and
collecting vast swathes of consumer data.

However, many businesses still lack the knowledge

and understanding to manage the risks associated SIX CATEGORIES OF RISK ASSOCIATED

Wlth Using data and Al in bUSineSS, beyond |ega| WITH THIS EMERGING TECHNOLOGY
compliance. Indeed, it is often difficult to distinguish

— for both businesses and the consumer — the point
at which use of data becomes unethical. Failure to perform

“The starting point is chis: it you buy into
. . . . . Discrimination
the idea chat Al is going to be importantin

any sector, then implicitly you’rc buying into

the idea that the failures of Al are going to Vulnerability to misuse

be important, too. This data can fail in many

Malicious repurposing

ways — fI'OITl thC banal to tl’lC spcctacular.”

CCO at an Al company Pri
rivacy

Ensuring data and Al is used in an ethical way is a
business imperative. Missteps can negatively impact
reputation and drive customers elsewhere, especially
at a time when people are increasingly more discerning
about how their personal information is being used.
McKinsey’s latest Al Survey found that the businesses
seeing the biggest earnings boost from Al are those
that are best addressing risk management.

Social disruption

For businesses in the consumer-facing industry, data
innovation and implementation must be underpinned
by an understanding of these risks. Businesses which

In a recent white paper, Superhuman Resources: dop’t commit to mitigating these issues may end up
Responsible deployment of Al in business, law firm losing consumer trust.

Slaughter and May and data company Faculty Al
identified six categories of risk associated with this
emerging technology:

M
SB
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Below, we discuss the key areas of consideration
for consumer-facing businesses:

1. Bias in Al

Al and other cognitive systems are trained by historical
data sets collected by real people. As such, they

are almost always laced with the unconscious (or
conscious) bias inherent to humans — especially given
that only 12% of artificial intelligence researchers

and 6% of software developers are women,

and that people of colour remain significantly
underrepresented. Managing and mitigating bias is
therefore critical for any company that uses Al — from
an ethical, reputational and commercial standpoint.

There are plenty of examples of bias in Al.

One infamous case involves Google, which at one
point produced almost exclusively photos of men
when users image-searched the word “CEQ". Another
is Amazon's facial recognition software Rekognition,
which was found to have a disproportionately negative
impact on communities of colour and to be fueling
racial profiling.

In one pandemic-era example, students unable to sit
for exams because of Covid-19 were excluded from
university simply because they came from a poorly-
performing high school, despite their own excellent
personal records. The algorithm generating proxy test
scores was inherently biased.

Gender and racial bias is also found far too often in
Al-driven recruitment programmes, which can result in
women and people of colour being disproportionately
rejected in the initial stages of job applications.

Without management of these risks, bias can become
embedded in organisations and companies can face
serious reputational consequences.

2. Al in Financial Services

One of the most widely-documented and controversial
developments in our sector is the use of artificial
intelligence in the provisions of financial services,
especially in risk assessment and credit scores.

When used successfully, Al can accurately and fairly
determine whether or not to grant credit, and set
interest rates for individuals based on their personal
data and previous loan history, saving both the
applicant and the organisation time and money.

In a recent report from EY, a study of 151 financial
services firms revealed that 77% of FS businesses
identified Al as an ‘essential business driver’.

‘ 77%

Of financial services firms
identified Al as an ‘essential
business driver’

“ “Any financial services business will have
been using Al and machine learning for
forty years. The only difference now is that
they’rc calling it that”

Chair of Al-focused government body

However, integrating Al into financial services brings
with it significant risk, especially when human insight
on a customer’s financial situation is replaced with an
algorithm. The EY report shows that despite mass
adoption of Al, one in five businesses do not believe
they are well-placed to mitigate the market-wide

risks and biases of the new technology. Indeed, if
businesses fail to manage risks, it could have significant
repercussions on public perception and consumer trust
in the organisation.

In November 2019, for example, Apple and Goldman
Sachs were caught up in a high-profile controversy
when it transpired that the Apple Card's algorithm was
discriminating against women.

For banking and fintech companies, especially startups
which don't have a high number of long-term legacy
customers, losing consumer trust could be detrimental
to business.

In the consumer-facing sector, more and more
businesses are diversifying into financial services.
Retailers, for example, have for years used their brand
strength and ever-widening consumer proposition to
offer customers insurance policies, banking options
and financing solutions. Entering the FS market

gives businesses access to more customer data, but
companies should be aware of the risks involved with
using existing data to inform things like interest rates.

DATA, ETHICS & ACCOUNTABILITY
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3. Price discrimination

Personal pricing discrimination — otherwise known

as flexible or dynamic pricing — is frequently used in
the consumer-facing sector. In the travel industry, for
example, it's commonplace for different customers
to pay different prices for a ticket, depending on
fluctuating demand or even their individual customer
profile. While this is not illegal, it brings significant
risks around customer trust.

&6

“There’s areal issuc around price
discrimination. What appears to be two
different products to the customer can
actually be the same product just packaged
diffcrently — cach with a different set of
financial terms attached to it. This sort of
flexible pricing’ serves the interest of the
business not the customer, so its casy to see
why its met with real consumer anxiety.”

Al advisor

Using data to achieve personalised pricing is now
moving offline, as tech firms such as Amazon move
into bricks-and-mortar retail. Looking forward, we can
expect in-store personalised pricing to be executed
through cashierless, in-app systems that use facial and
gait recognition to identify the likelihood of a sale and
adapt prices accordingly.

It is crucial that businesses anticipate potential
customer backlashes against these developments,
and commit to transparency for their consumers.

&6

“Right now, many people aren’t aware that
pricing discrimination is happcning. Butas
time goes on this will become a PR issue.”

Research fellow in Al

Moreover, Covid-19 demonstrated what can happen
to dynamic pricing without sufficient human oversight.
When the crisis hit, we saw prices of products such

an antibacterial hand gel soar by as much as 5,000%
on online retail sites. While some of these price
increases were the work of opportunistic sellers, others
were inadvertent, driven by algorithmic responses

to changes in demand and competitive pricing.
Businesses must pay close attention to their use of
dynamic pricing, to avoid accusations of price gouging

4. Hyper-personalisation

Collecting super-sized data sets allows for consumer-
facing businesses to better understand their
customer demographic, provide relevant product
recommendations and predict trends in the market.
On the one hand, this enhances the customer’s
experience by allowing for a more streamlined and
efficient online shopping process. However, without
supervision, the algorithms behind these systems can
produce results that damage a company’s reputation.

“ “Teisa blurry line between a retailer making
an informed selection for a customer, and a
retailer making inaccurate assumptions that
harm the customer and its own rcputation.”

Al advisor

The infamous Amazon case is an apt demonstration
of this, in which the site began recommending the
products required to create a homemade bomb in
its ‘frequently bought together’ section. Another
commonly-cited example is of Target, which sent
coupons for baby products to a pregnant teenager
based on her shopping habits, much to her unaware
father’s alarm. These kinds of awkward missteps are
an indication of what data-led technology is capable
of without the right level of scrutiny.

5. GDPR

As a baseline, incomplete governance around

data usage means that any company that collects

or processes personal information runs the risk of
non-compliance with GDPR guidelines. The EU
regulations, designed to protect customers and ensure
transparency in business, came into action in May 2018.
In 2021, the UK amended the EU framework to create
UK-GDPR guidelines, which are almost identical to
EU-GDPR.

There are obvious legal, economic and reputational
implications of non-compliance. In October 2020, for
example, Marriott was fined £18.4m (down from an
initial estimation of nearly £100m) for failing to keep
nearly 339 million customers’ data secure. Alongside
financial and legal blows, there were significant
reputational ramifications when customers felt that
their data wasn't being kept safe. Another example
is Swedish financial services firm Klarna, which in May
2021 received backlash from customers after sending
marketing emails to scores of addresses it should not
have had access to.



6. Automation in the workforce

Lastly, there is a wider debate about the moral
implications of Al-driven high automation replacing
low automation.

In a recent report from McKinsey, for example, it was
found that African American men are the group most
likely to experience job losses if the wider workforce
is replaced by robotic systems and machine learning.
These sorts of risks demand leaders to make acute
moral and ethical considerations about Al's impact
on society.

However, most experts in the field agree that
technological innovation will not lead to mass
unemployment. As Matt Ridley wrote for the
Slaughter and May report on data and ethics:

“The argument that Al will cause mass unemployment
is as unpersuasive as the argument that threshing
machines, dishwashers or computers would

cause mass unemployment.”

Another Al expert we spoke to compounded

this point, drawing a comparison between the
conversations taking place today about Al and

the mass concern around the introduction of ATMs
in the 1970s, when bank tellers feared they would
lose their jobs.

DATA, ETHICS & ACCOUNTABILITY (N
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Leadership and accountability:

who is rcsponsiblc for the ethical use of data

and Al?

Maintaining an organisation’s ethical values and ensuring legal compliance
across data and Al-led activities requires strong internal governance.

But despite mass adoption of new technology and Al's growing presence
in important decision making, many businesses lack an appropriate

framework of accountability.

Businesses must ask themselves: if Al technology
malfunctions or produces unfair results, can the creator
be held accountable? Is there recourse for consumers
in the form of an accountable engineer, an internal
governance board, or even external governance?

For many businesses, there will be no clear

answer to these questions. Indeed, our research
and conversations with Non-Executive Directors
revealed that most companies in our sector lack

a coherent framework to determine who should be
held accountable for issues related to the ethical
use of data.

It is critical for all businesses to establish a high level
of ethical governance to help mitigate risks. Structures
of accountability will vary from business to business,
depending on the organisation and how it uses data
and Al. For example, in a company where Al is used
primarily for innovation, final responsibility could

lie with the technology or digital function. On the
other hand, where data is used to better understand
the customer, a Chief Customer Officer might be
accountable for ensuring that data is collected and
analysed in an ethical way that takes into account the
customer’s rights and best interests.

In this section, we consider each of the roles that could
hold responsibility for the ethical use of data.

'~

Chief Data Officer

In many businesses, responsibility for responsible
stewardship of data lies with the Chief Data Officer.
While this individual may be best placed to handle
large swathes of data, and normally has the most
comprehensive understanding of its usage in the
business, assigning ultimate accountability for the
ethical use of data to the CDO poses issues.

Firstly, a CDO's role is often not underpinned with

an accountability framework. For every element of

the role, there is no set precedent for who a CDO
reports into. Moreover, there are often no systems

for external or internal checks and balances. Where
finance functions are checked by the financial planning
departments and auditors, data functions are often left
to their own devices to collect and utilise data.

Further, there is typically an imbalance in data literacy
within a business, whereby a CDO's understanding
of data, Al and machine learning far outweighs the
knowledge of his or her colleagues or superiors on
the Board. This makes it difficult for a business to
appropriately scrutinise its CDO, making it vulnerable
to ethical missteps.

On top of this, the pace at which data has become
integral to companies means that CDOs often arrive in
a role with limited executive committee or Board-level
experience. As such, a CDO may not be accustomed

I3



to thinking beyond a research and development
perspective and putting overall business or customer
needs above individual cases of innovation.

Put simply, the CDO must be able to engage in debate
around the power and risks of data usage, not just
build code and ensure the optimum use of Al activity in
the business.

Chief Customer Officer

With customer safety, security and engagement in
mind, businesses may opt to give responsibility for
data activity to their Chief Customer Officer. This
stands to reason, especially because 80% of all digital
transformation initiatives are driven by changing
customer expectations, according to a recent
McKinsey survey.

80%

Of all digital transformation
initiatives are driven by changing
customer expectations

A Chief Customer Officer will be able to apply a
customer-focused lens when considering a business'’
use of data, ensuring that the safety and security of the
customer remain front of mind. Often from a marketing
background, Chief Customer Officers are equipped
with a good level of knowledge around how data is
used to reach and engage customers.

However, while a Chief Customer Officer is able to
effectively advocate for the consumer, they are unlikely
to have the technical expertise to hold data teams to
account and know what to look out for to mitigate risk.

Chief Ethics Officer

As transparency and purpose move up the corporate
agenda, more and more companies are appointing
Chief Ethics Officers.

As with many newly-created roles, the remit of a Chief
Ethics Officer varies from company to company. At
L'Oréal, for example, a Chief Ethical Officer has been
in place since 2007, tasked with protecting L'Oréal’s

reputation as a digital pioneer as well as covering
issues such as employee codes of conduct. At the
software company Salesforce, by contrast, the Chief
Ethics Officer's role is far more specific — responsible for
developing a strategic framework for the ethical and
humane use of technology.

Broadly speaking, Chief Ethics Officers —in a data
context — are responsible for asking broad questions
about the use of Al, and also for scrutinising the
processes around how data is collected, shared and
safeguarded.

Chief Technology Officer

In companies where technology is becoming
synonymous with data, responsibility for the ethical
use of data may lie with a CTO. This is especially true
if the role encapsulates the research and development
function, where innovating at significant pace and
scale could raise questions about ethics and the
customer’s best interests. A CTO may also oversee the
company’s IT function, including leading the strategy
on cybersecurity.

In many cases, the CTO manages the overall
technology roadmap of a business, but is not tasked
with implementing strategy. Given the nature of
technological innovation, a CTO often has experience
of risk management. However, in a similar way to a
Chief Data Officer, a CTO may not be accustomed

to asking the broad-reaching questions required to
mitigate ethical risks.

Chief Financial Officer

The finance function in a corporation is also qualified
to take a leadership role in embedding ethics through
the organisation, not least because finance is plugged
into virtually all facets of a business.

This is especially true where a company’s primary
concerns around data and Al fall into the finance and
regulatory compliance category.

A CFO might be a good place for accountability to

lie because of the high number of pre-existing checks
and balances to which the role is subject. From internal
planners to external auditors, the finance function is
uniquely positioned with numerous standards that it
must adhere to. In some ways, this makes the CFO well
placed to take responsibility for the ethical use of data.

However, in many businesses, finance leads simply
won't have an adequate level of understanding around
algorithms, data and Al to truly hold data teams to
account, or a grasp on the potential risks associated
with misuse of technology.

DATA, ETHICS & ACCOUNTABILITY 13
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Chief Executive Officer

If data is embedded as a core element of the business,
it may make good business sense for accountability
to lie with the CEO.

Where the impact of missteps affects wider company
reputation, the bottom-line and consumer trust

in the business, the CEO should be educated

to an appropriate level so they can be a part of

the conversation and be accountable for failure

(or, indeed, success).

Where this is the case, and final accountability lies

with the Chief Executive, businesses should ensure
that there is an appropriate framework of checks and
balances at every level of the business — especially
within the data teams. While CEOs can take
responsibility, most will not have the capacity (or ability)
to oversee the building of code, the collection of data
and other processes around Al and machine learning.

The Non-Executive Board

In most businesses, there is an understanding that
failing to address issues of data, Al and ethics can
have significant negative impact on a company from
a financial, legal and reputational standpoint. As such,
data and ethics is often an item on the Board agenda.

However, while NEDs may recognise the importance of
data and ethics, few are equipped with the expertise
needed to take final responsibility for a company’s
ethical use of data, or are aware of the appropriate
questions they need to be asking.

“ “Non-Executive Directors are not asking the
right questions. Most of the time thcy dont
| understand what the right questions are.”

Chair of Al-focused government body

Indeed, most NEDs will have been executives at a time
when data was less integral to a company than it is
now. This results in a Board that is well-versed in how
to govern a business — but not in how to implement
specific strategies for data and Al.

It is crucial that, where final accountability for the
ethical use of data lies with the Board of Directors,
companies assess the make-up of their Boards and
consider whether the appropriate levels of expertise
are present.

This consideration could provide businesses with the
opportunity to make new Board-level hires to fill a
skills gap, for example recruiting a founder of a digital
startup to bring a data-first perspective to broad
strategic discussions. Moreover, businesses may wish
to upskill their current Board by providing training

in data literacy and ethical considerations. Practical
measures can be taken, and there is a plethora of

training courses and masterclasses designed to
get NEDs up to speed on the core issues of data
and ethics.

Chair of the Risk Committee

In businesses which collect data and implement Al,
data-related ethical considerations are becoming
integral to risk assessment processes. As such,
accountability could sit with the Chair of the Risk
Committee.

Indeed, in a recent report from EY, it was found that
many firms are involving Risk and Compliance teams in
Al implementation, and those that do, tend to be more
confident in their risk mitigation capability as a result.

RECOMMENDATIONS FOR NON-EXECUTIVE
BOARDS FROM EXPERTS IN DATA, Al AND
GOVERNANCE

@ Recognise knowledge gaps

“Boards need to establish what they know and
what they don’t know. If Boards don’t know
how their company is using data to personalise
pricing, for example, they need to ask those
straightforward questions.”

@ Fill knowledge gaps with upskilling
or new Board appointments

“A Board should have enough combined
knowledge to be able to holistically assess
a company’s use of data, and ask ‘if a group
of journalists or customers were looking at
our data usage, how would they respond?”

® Ensure Board participation in long-term
data strategy

“Ideally, Boards should be formulating
strategies about where they get their data from,
the impact of that data and the risks of data
bias. Boards should be getting ahead of the
game on data transparency — it’s the next big
thing and Boards should be involved.”

@ Acquire only the relevant knowledge

“NEDs don't have to worry about how the
sophisticated machine learning models operate
— they just have to have an understanding

of how they impact things like marketing
activities.”

“If Al'is just for innovation and curious
experimentation, then the main Board may not
need grapple with it. But if the technology will
be affecting the sector or the business model,
then it's vital that the Board has a say.”




Who is responsible for the ethical use
of data and Al?

Oy mtE

Chair of the Risk The Non-Executive Ethics
Committee Board Committees

Al

Chief Executive
Officer

\V. 602
Chief Customer Chief Data Chief Financial Chief Technology Chief Ethics
Officer Officer Officer Officer Officer
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Ethics Committees

In a 2019 report, Accenture made the case for forming
an ethics committee to oversee the ethical use of data.
This is a compelling proposition, and while there are
very few existing models to serve as case studies or
examples of best practice, the success of other types of
ethics committees (such as those that exist in hospitals)
paints a promising picture.

Accenture states that in order to identify ethical
concerns and apply company principals in a
technological setting, an ethics committee must
consist of the necessary range of expertise and be
resistant to bias and conflicts of interests.

The Accenture report identifies five areas of expertise
that should be present in an ethics committee:

¢ Technical experts — those who have a strong
understanding of the technology, systems and
applications being discussed, for example a CDO,
CTOor CIO

¢ Ethical experts — those who have a firm knowledge
of the ethical and moral principals at hand, can
assist the committee with working through issues
analytically and can provide information and/or
examples from other areas of ethics

¢ Legal experts — those who have a detailed
understanding of the legal repercussions of issues
to do with data and Al

¢ Subject matter experts — those who have an
understanding of how a change in policy on data
and Al will impact current internal operations or
affect customer experience

¢ Citizen participants — those who can represent
public concerns and perspectives.

An ethics committee could be an extremely effective
component of corporate governance, allowing
businesses to unlock the value of data and Al while
also operating ethically and with a clear accountability
structure.

Making the right hires

Throughout our conversations with experts in the field
and NEDs in consumer-facing businesses, we found
that the biggest challenge faced by companies is
identifying the right talent. Whoever is responsible for
the ethical use of data and Al must have the skills and
experience to provide expertise from a commercial,
ethical, legal, and technical perspective. As one NED
told us:

“ “Finding an individual who has the right

combination of strategic long—term thinking
and whos competent to deal with data at

scale is the biggest hurdle”

NED

LESSONS FROM THE HEALTHCARE SECTOR

There are lessons to be learnt from healthcare
organisations, which (much like consumer
businesses) have become more data-rich since
the outset of Covid-19.

Healthcare organisations are acutely attuned
to the importance of the ethical use of data.

This is largely because information on patient
health is highly sensitive (far more so than
most customer data). Moreover, as has been
proved during the pandemic, cultivating and
sharing health data is critical to the positive
development of public health.

Healthcare organisations must therefore treat
any patient data with the utmost care, to
build public trust and foster an environment
where patients are willing to continue to share
their data.

Critically, specific frameworks of ethical use and
accountability for patient data can be found
throughout the healthcare sector.

Responsibility for the ethical use of data often
lies with the relatively newly-appreciated role of
the Chief Clinical Information Officer — a figure
who combines a clinical background with an
understanding of the systems in place and the
risks associated with misuse of information.
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[ndustry insights:

views from our sectors Non-Executive Directors

As part of our research, we spoke to 25 NEDs from across the consumer-
facing sector about the emerging significance of data and ethics. Specifically,
we were interested in the corporate governance role played by the Board
when it comes to the ethical implementation of data and Al

Through our conversations, we found that startlingly
few NEDs — just six out of the 25 we spoke to - felt
comfortable fully engaging on the topics of data
and the ethical use of Al

Below we outline some of the key insights from
our conversations.

There is a lack of understanding about
the importance of data and ethics at
Board level

During our conversations with NEDs, we detected
a significant knowledge gap around the tropic of data,
Al and ethics and its importance to modern business.

Many of the directors we spoke to told us that the issue
is often siloed to research and development teams,
and not considered as a business-critical issue.

Another NED mentioned that ethical considerations
are racing to catch up with technological innovations,
and that "it is only recently being realised that this will
be a central challenge for frankly every business.”

Indeed, one NED suggested that the topic of
data and ethics was not being championed as
a business-critical issue:

“ “Twouldnt distinguish the devclopmcnt

of Al and customer data from the whole
‘ move to better understand the cuscomer.”

NED

These sorts of comments reflect a sector-wide trend
that, unless addressed, will leave companies open
to risk.

Companies in our sector lack coherent
policies on the ethical use of data

Our conversations with NEDs also revealed that few
companies have a joined-up strategy for the ethical
use of data.

“ “Twouldnt say we have a specific echical
policy on the use of data. Wed say to treat
your customers how you would like to be
treated yourself —its prety basic.”

Chair

While this attitude is a solid baseline on which to build
any customer-related policy, it was surprising how few
NEDs could confirm that their companies had specific
policies in place to monitor and manage data and Al.

Another noted that data and ethics is still a relatively
new consideration for many companies:

“ “I think pcople are still trying to work out
the right questions to ask and attempting to
come down ona proper data strategy which
focuses on the use of datain a strategic way,
from a commercial and ethical perspcctive.”

NED

DATA, ETHICS & ACCOUNTABILITY
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As the pace of innovation increases, and consumers
become more discerning and demanding of
transparency, creating — and disclosing — policies on
the ethical use of data will become a business-critical
issue. Board members must recognise this and apply
appropriate pressure on their executive committees
to drive progress.

Companies in our sector lack clear
accountability frameworks for the
ethical use of data

Most of the directors commented that across

their directorship portfolio, businesses have yet to
implement a joined-up framework of responsibility
or appoint a senior sponsor to encourage using
data in an ethical way.

In most instances, NEDs reported that responsibility
for innovation and development sits with the CDO
or technology function, while final accountability for
technology’s ethical use lies with the C-suite.

‘ “No - there’s not one senior sponsor for
ethics. In each of the businesses in my

portfolio, the heart of data ownership is the

[T function, but accountability is on the
operating Board”

NED

Another Director pointed out the changing
significance of data, and the resulting lack of cohesion
on accountability:

“ “When data sac wich the IT function, it was
the responsibility for the IT, legal and finance
team. This is no longcr the case... the lines are
far more blurred.”

NED

One director explained one key shortfall of not having
a clear line of responsibility:

“ “Data and ethics get discussed on the Board
but most of the members dont understand
the detail and dont feel thcy can contribute.
Incvitabiy, then, it gets pushf:d back to

managcmcnt.
NED

This sort of shifting of responsibility leaves businesses
vulnerable to ethical missteps and noncompliance
with legal guidelines. Additionally, it does not provide
the governance framework to ensure organisations
are protected against internal or external hackers

and other forms of malicious activity.




Looking ahead:

what can businesses do to establish data and ethics

as a business priority?

Data and ethics must be an integral consideration that runs across all business
operations. There are steps that companies — and regulatory bodies — can take
to encourage conversations about the ethical use of data, to upskill current
employees, encourage transparency, and to ensure that ethical use of data is

integrated into company policy.

Below, we outline the areas for consideration for
businesses that want to prioritise the ethical use
of data.

Consider data and ethics in hiring
decisions

The first and biggest challenge for organisations

is identifying individuals who are armed with both
sufficient technical expertise and are capable of the
long-term, strategic thinking required to protect
the customer and the company’s reputation.

The process for hiring C-suite positions can be
re-evaluated to take data literacy and a deep
understanding of the ethical implications of
innovation into account.

Moreover, organisations should be mindful of the
makeup of their data and Al teams. An Al algorithm
learns from historical data and from its designer.

As such, businesses must make sure that their

Al design and development teams are diverse

and equipped to spot their own biases, to minimise
the potential for the Al application to ‘learn’ bias.

Invest in upskilling current teams

There are steps that businesses can take to equip
leaders with the right information to think critically
about the ethical use of data. While it will rarely be
necessary for every member of the Board to be able
to develop and design Al, there are tools — such as

literature and training courses — that businesses can
use to encourage an environment of data literacy and
an awareness of the key issues around data and ethics.

‘ “We'e decades into the internet and
most Boards don't have a good cnough
understanding of what digital technology

means YCC.”
NED

As a starting point, organisations must make sure
that their C-suite, Board and relevant committees
have an appropriate level of understanding to
scrutinise any data-related policy. In most instances,
this just means making sure that people know the
right questions to ask.

Measure, audit and report

Like any area of business, it is important for
organisations to regularly measure performance on
data and ethics. As such, establishing a framework for
measuring success and shortcomings — which will be
unique to each business depending on its structure
and offering — is vital.

This can be achieved by making data and ethics an
item on the Board, Remuneration Committee and
Audit Committee agendas. This will not only ensure
that progress and activity get measured, but will put
pressure on senior leaders to incorporate the ethical
use of data into their everyday business operations.
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Businesses can also consider asking external bodies
to audit its use of data and ethics.

One Al expert highlighted this as one of their key
recommendations: “| hope we will see outsourcing
auditors become more common,” they said. “NEDs
can ask an independent body to come in and assess its
policies, which will provide a level of assurance that the
use of data is not exposing firms to any legal or ethical
risks. An independent pair of eyes is always useful.”
Indeed, we are already seeing the emergence of this at
large consultancies, which are offering tools to detect
algorithmic bias.

Transparency

Transparency on data and ethics is set to become
a business priority going forward.

As such, disclosing strategies on data and Al and
publishing the corporate governance structures

that exist to ensure fairness and legality will become
common practice among businesses in the consumer-
facing sector and beyond.

“ “Companics l’lCCd to gCt ahcad OfthC

game with data transparency — its the

next big thing.”
Al Advisor

For listed businesses, this could be achieved by
publishing information about data and ethics in
an annual shareholder’s report.

Communication

During our conversations with NEDs and experts
alike, we detected the need for greater cross-sector
communication on how to manage data and ensure
its ethical implementation.

“ ‘How do pcoplc get into a position where
they canact responsibly it thf:y don't have
role models?”

Chair

Indeed, industry-wide events, courses and publications
could work to engage businesses who aren't currently
prioritising data and ethics.

“ “One thing [ would recommend is focusing
on examplcs. What's going right in the
consumer sector and what has gone wrong

in the past?”

NED



Quick-fire

recommendations

01

Separate data ‘doing’ from data governance
— The team responsible for innovation and
technological development should not be
responsible for its ethical use.

03

Identify one NED to be responsible for data
and ethics — Name one Non-Executive Board
member, who is appropriately trained and/or
qualified, to be responsible for data governance
and ethics on the Board.

02

Make ethical use of data an item on the risk
committee agenda — Data and ethics, including
cybersecurity, should be a regular item on the
risk committee agenda.

04

Measure and audit — Bring in third-party bodies
to independently audit algorithms and policies
around the collection and implementation

of customer data.

DATA, ETHICS & ACCOUNTABILITY
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About the MBS Group

The MBS Group is a leading sector-specialist executive
search firm advising all consumer-facing industries.
Clients consider us to be the partner of choice when
searching for critical leadership roles that make a
difference. We work at Board level and on executive
positions across all functions of strategic importance.

Retall

Our retail practice works with some of the best-known
and established retailers across all sub-sectors, as
well as with many extremely exciting up-and-coming
businesses.

Hospitality, Travel & Leisure

Our Hospitality, Travel and Leisure practice covers
cafés, casual dining, aviation, cruises, car hire,
hotels, cinemas, tourist attractions and more.

Consumer Goods & Services

Working with the businesses behind some of the
best-known and fastest-growing brands across food
& beverage, household and personal care, durables,
electronics and services.

Fashion & Luxury

Working both on the creative side and the business
side, we support many of the world’s leading fashion
businesses and luxury brands, covering everything
from high-street labels to premium luxury houses.

Digital & Online

Supporting both growing digital start-ups and
established pureplay retailers across all consumer-
facing industries, as well as working with established
multi-channel businesses to develop their digital
offering.

Boards & Arts

Working at the most senior level across all of our
consumer-facing industries, as well as supporting
many well-regarded and important cultural institutions,
both in the UK and overseas.

Healthcare

We combine extensive experience in and a deep
understanding of the wide and varied Healthcare
sector, including its clinical leadership, as well

as access to relevant talent pools in adjacent
consumer-facing industries.
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